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Network Layer

Based on https://gaia.cs.umass.edu/kurose_ross/index.php slides.



https://gaia.cs.umass.edu/kurose_ross/index.php

Router

* Router is networking device that forwards data packets between
computer networks.
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Real Routers
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Two key network-layer functions

* forwarding: move packets from a router’s input link to appropriate
router output link.

" routing: determine route taken by packets from source to
destination

* routing algorithms

forwarding
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Network layer: data plane, control plane

Data plane:
= [ocal, per-router function

= determines how datagram

arriving on router input portis

forwarded to router output port * determines how datagram is
routed among routers along end-

end path from source host to
destination host

Control plane
* network-wide logic

values in arriving = two control-plane approaches:
packet header .- . .
i * traditional routing algorithms:
11— implemented in routers
: 3 ‘{ » software-defined networking (SDN):

implemented in (remote) servers
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Per-router control plane

Individual routing algorithm components /n each and every
routerinteract in the control plane
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SDN: Software-defined networking

* is an approach to network management that enables dynamic,
programmatically efficient network configuration to improve
network performance and monitoring.
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Router architecture overview

high-level view of generic router architecture:

routing, management

routing control plane (software)
processor operates in millisecond
time frame

forwarding data plane
> (hardware) operates
in nanosecond

\ 4
1

o o timeframe
° high-speed o
° switching o
o fabric ®

router input ports router output ports
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Router architecture overview

analogy view of generic router architecture:

routing, management

Station EEL b control plane (software)
manager eHs operates in millisecond
e — e time frame
forwarding data plane
R ~ > (hardware) operates
g in nanosecond
° timeframe

o

o

o

> e e e === | roundabout
entry stations exit roads
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Routing Table

* |s a data structure used by routers and networked devices to
determine the best path for forwarding packets to their
destination.

* Fill and update routing table is very important!

.254
Fa1/0 —
192.168.2.0 /24 & &

A 254
Fa0/0
192.168.1.0 /24

-

Routing Table

192.168.1.0 /24 Fa0/0
192.168.2.0 /24 Fal/0 )
.
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Router buffer

* Arouter buffer is a temporary storage area within a router that
holds packets of data as they are being processed or forwarded.

* Buffers are essential for managing data flow and ensuring that
packets are transmitted efficiently, especially during periods of
high traffic or when there are delays in processing.
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Router not just forward packets!

* Change TTL
* Change checksum
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Whatis TTL?

* TTL: Time to Live, is a field in the header of Internet Protocol (IP)
packets that specifies the maximum number of hops (or routers)
that a packet can traverse before it is discarded.

* The TTL value is used to prevent packets from circulating
Indefinitely in the network due to routing loops or other issues.

Host A Router A Router B Router C Host B

|
\
\
L

TTL 255 TTL 254 TTL 253 TTL 252
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TTL usage

* Detect and prevent loops

* TTL start value is depending on OS.

Label
TTL IPTTL

hRouting Loop
- 3 4 -
- -
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Routing Protocols



Routing protocols

mobile network

national or global ISP

Routing protocol goal: determine

“good” paths (equivalently, routes),
from sending hosts to receiving host, |eiet
through network of routers

* path: sequence of routers packets
traverse from given initial source
host to final destination host

* “good”: least “cost”, “fastest”,

link
physical

datacenter
physical network

“least congested” ;
g aroponring S 54 e
C h a lle nge! enterﬁgsvevork 55 ph':/’;:ial
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Dijkstra’s link-state routing algorithm

= centralized: network topology, notation
link costs known to all nodes

 accomplished via “link state
broadcast”

 all nodes have same info

" C, - directlink cost from
node xto y; = oo if not direct
neighbors

= D(v): current estimate of

" computes least cost paths from cost of least-cost-path from
one node (“source”) to all other source to destination v
nodes = p(v): predecessor node

* gives forwarding table for that node along path from source to v

_ . . . = N': set of nodes whose
iterative: after k iterations, know least-cost-path definitively

least cost path to k destinations known
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Dijkstra’s link-state routing algorithm

1 Initialization:

2 N'={u} /* compute least cost path from u to all other nodes */

3 forallnodesv

4 if vadjacenttou /* u initially knows direct-path-cost only to direct neighbors */
) thenD(v)=c,, /* but may not be minimum cost! x/

6 elseD(v)=o0

7

8 Loop

9 findwnotin N'such that D(w) is a minimum

10 addwto N’

11 update D(v) for all vadjacent to wand notin N':

12 D(v) = min (D(v), D(w)+c,,, )

13 /*new least-path-costto vis either old least-cost-path to v or known
14 least-cost-path to w plus direct-cost from wto v */

15 until all nhodes in N'
Applied Computer Networks 19/81
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Dijkstra’s algorithm: an example

V W X y Z
Step N' D(v),p(v) D(w),p(w) D(x),p(x) D(y).p(y) D(2),p(z)
u 2,U 5u 1,u o 0o

Initialization (step 0):
For all a: if aadjacent to vthen Dfa)=c¢,,
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Dijkstra’s algorithm: an example

) M J :
Step N' D(v),p(v) PW)  D(x),p(X)  D(y),p(y) D(2),p(2)

1

2

3

4

)
8 Loop
9 find anotin N'such that Dfa)is a minimum
10 add ato NV’
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Dijkstra’s algorithm: an example

\Y; W X Y Z
Step N' D(v),p(v) D(w),p(w) D(x),p(xX) D(y),p(y) D(2),p(z)
u 2,U 5u @ oo oo
ux 2,U 4 X 2 X )

8 Loop
9 find anotin N'such that Dfa)is a minimum
10 add ato NV’

11 update D(b)for all badjacent to aand notin NV':
D(b) =min ( D(b), D(a) +c,,)
D(v) =min ( D(v), D(x) +c,,) = min(2, 1+2) =2
D(w) = min ( D(w), D(x) + ¢, ) = min (5, 1+3) = 4 %

D(y) = min ( D(y), D(x) +c, ,) = min(inf,1+1) = . :
Spring 2025 Applied Compl -/'y}w- "o"/ v, Dby / ( / 4%1




Dijkstra’s algorithm: an example

VvV W X Z
Step D(v),p(v) D(w),p(w) P(X) D(y),p(y) D(2),p(2)

o TR S

1 @O -

2 u

3

4

5
8 Loop
9 find anotin N'such that Dfa)is a minimum
10 add ato NV’
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Dijkstra’s algorithm: an example

Y W X Y Z
Step N' D(v),p(v) D(w),p(w) D(X),p(X) D(y).p(y) D(2).p(z)
u 2,U 5u @ oo oo
ux 2,u 4.X @ >
uxy 2,U 3y 4,y

8 Loop
9 find anotin N'such that Dfa)is a minimum
10 add ato NV’

11 update D(b)for all badjacent to aand notin NV':
D(b) =min ( D(b), D(a) +c,,)

D(w) = min ( D(w), D(y) +c,,,) = min (4, 2+1) = 33
D(z) = min ( D(z), D(y) +c,,) = min(in}2+2) = l.w&

Spring 2025 Applied Computer Networks



Dijkstra’s algorithm: an example

;/® W X y Z
Step N' (v).p(v) D(w),p(w) D(x),p(x) _D(y).p(y) D(z),p(2)
0 u 2,U 5u @ oo o
1 Ux 2,U 4,X @ oo
2 uxy QW 3y 4y
3 ux
4
5
8 Loop
9 find anotin N'such that Dfa)is a minimum
10 add ato NV’
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Dijkstra’s algorithm: an example

Y W X y Z
Step N' D(v),p(v) D(w),p(w) D(X),p(x) D(y),p(y) D(2),p(z)

0 u 2,U 5u @ oo o
1 ux 2,U 4 X @ o
2 uxy Quw 3,y 4y
3 UXyv 3,y 4.y
4

5

8 Loop

9 find anotin N’'such that Dfa/is a minimum

10 add ato NV’

11 update D(b)for all badjacent to aand notin NV':
D(b) =min ( D(b), D(a) +c,,)

D(w) = min ( D(w), D(v) +¢c,,,) =min (3, 2+3) = 3
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Dijkstra’s algorithm: an example

V X Y Z
Step N' D(v),p(v)_DWw),p(w) D(X),p(x) D(y),p(y) D(2),p(z)
5,u (”) co )
4 X @ oo
3,Y 4y
Gy 4,y
8 Loop

9 find anotin N'such that Dfa)is a minimum
10 add ato NV’
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Dijkstra’s algorithm: an example

Y W X y 4
Step N' D(v),p(v) D(w),p(w) D(x),p(x) D(y).p(y) D(2),p(2)

0 u 2,U 5u @ oo o

1 ux 2,U 4 X @ o

2 uxy Quw 3,y 4y

3 UXyV Gy 4,y

4 UXYVW 4,y

5

8 Loop
9 find anotin N'such that Dfa)is a minimum
10 add ato NV’

11 update D(b)for all badjacent to aand notin NV':
D(b) =min ( D(b), D(a) +c,,)

D(z) = min ( D(z), D(w) +¢,,,) = min (4, 3+5) = 4
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Dijkstra’s algorithm: an example

v W X W
Step N'_ DW),p(v) DW),pWw) D(X),p(x) D(y), D(2),p(2)

9 find anotin N'such that Dfa)is a minimum
10 add ato NV’

Spring 2025
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Dijkstra’s algorithm: an example

Y " X Yy 4
Step N D(v).p(v) D(w),p(w) DX).p(x) D(y).p(y) D(z),p()
0 u 2,U 5u @ oo o
1 UX 2,U 4.x @, o
2 uxy Qw 3y 4,y
3 uxyv Gy 4,y
4 UXyvw

5 UXyvwz
8 Loop
9 find anotin N'such that Dfa)is a minimum
10 add ato NV’
11
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Dijkstra’s algorithm: an example

resulting least-cost-path tree from u:
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resulting forwarding table in u:

route from u to v directly

__ route from u to all

other destinations
via x
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Dijkstra’s algorithm: another example

(X)
D(x), D), Z),
p(x) o) p(z)

U

11,w oo

1 3,

2 Uy 11w 14X
3 uwxv) ‘!ID» 14,X
4

)

notes:
= construct least-cost-path tree by tracing predecessor nodes

= ties can exist (can be broken arbitrarily)
Applied Computer Networks 33/81
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Dijkstra’s algorithm: discussion

algorithm complexity: n nodes

= each of n iteration: need to check all nodes, w, notin N
= n(n+1)/2 comparisons: O(n?) complexity

= more efficient implementations possible: O(nlogn)

message complexity:
=" each router must broadcast its link state information to other n routers

= efficient (and interesting!) broadcast algorithms: O(n) link crossings to
disseminate a broadcast message from one source

= each router’s message crosses O(n) links: overall message complexity: O(n?)
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Dijkstra’s algorithm: oscillations possible

= when link costs depend on traffic volume, route oscillations possible

= sample scenario:
* routing to destination a, traffic entering at d, c, e with rates 1, e (<1), 1
* link costs are directional, and volume-dependent

given these costs, given these costs, given these costs,
initially find new routing.... find new routing.... find new routing....
resulting in new costs resulting in new costs resulting in new costs
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Distance vector algorithm

Based on Bellman-Ford (BF) equation (dynamic programming):

Bellman-Ford equation

Let D,(y). cost of least-cost path from xto V.
Then:

D) =min, {c,, + l|7v(y)}

v’'s estimated least-cost-path costto y

min taken over all neighbors v of X direct cost of link from xto v
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Bellman-Ford Example

Suppose that u’s neighboring nodes, x,v,w, know that for destination z:

D,/(z)=5 D.(z) =3 Bellman-Ford equation says:

clarnm{1‘+ﬂﬁ¢

Cow® Dul2) }
=min {2 + 5,
1+ 3,

5+3

node achieving minimum (x)
IS hext hop on estimated
least-cost path to destination
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Distance vector algorithm

key idea:

= from time-to-time, each node sends its own distance vector
estimate to neighbors

= when xreceives new DV estimate from any neighbor, it updates its
own DV using B-F equation:

D (y) €« min {c, +D (y)} foreachnodeye N

= under minor, natural conditions, the estimate D, (y) converge to the
actual least cost d,(y)
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Distance vector algorithm:

each node: iterative, asynchronous: each
1 local iteration caused by:
wait for (change in local link " local link cost change
cost or msg from neighbor) = DV update message from neighbor

|

recompute DV estimates
using DV received from

distributed, self-stopping:
each node notifies neighbors
only when its DV changes

. neldvhb.or . " neighbors then notify their
If DV to any destination has neighbors — only if necessary
changed, notify neighbors = no notification received, no

actions taken!
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Distance vector: example

D
D,(b)=8
D,(c) = Ca——= & 5 = & oy
D,(d) = 1 8 1
D,(e) = o \
t=0 D,(f) = o0 ]
D,(g) = 1 1
= Allnhodes have Da(h)j > ]
. D, (i) =
distance A few asymmetries:
estimates to .
nearest @3 = 1‘- Eé 1 missing link
- AFgRRREdonY) larger cost
their local $ $ $
distance vector 1 1 1
to their neighbors 1 1 1
m 4= ) = -
D= = > == <3




Distance vector example: iteration

D P
t=1

1 1
All nodes:

= receive distance
vectors from

neighbors @ X —

A
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Distance vector example: iteration

D

t=1

All nodes:

= compute their
new local
distance vector

compute

compute

comjpute

compute

compute

compute

compute

conipute

compute

Network Layer: 5-42



Distance vector example: iteration

{Z} G3—= = G= = <
t=1 ¥ ¥
All nodes: - +
D= & G = e
$ 4 4
= send their new . 1 1
local distance 1 1t 1
vector to
neighbors
Cgo—== &= -»14- D
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Distance vector example: iteration

O P
t=2

1 1
All nodes:

= receive distance
vectors from

neighbors @ X —

A
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Distance vector example: iteration

(D

t=2

All nodes:

= compute their
new local
distance vector

compute

compute
2
1
compute 1
1
comptte
P 8

compute

compute

compute

compute

compute
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Distance vector example: iteration

{E} G3—= = G= = <
t=2 ¥ ¥
All nodes: - +
D= & G = e
$ 4 4
= send their new . 1 1
local distance 1 1t 1
vector to
neighbors
Cgo—== &= -»14- D
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Distance vector example: iteration

.... and so on

Let’s next take a look at the iterative computations at nodes
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A
%e,
> ©
Qo @©
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I =o
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Distance vector example
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Distance vector example

o

= creceives DVs
fromb
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Distance vector example:

D

t=1

c receives DVs

from b

computes:

(a
o(b
o(d

(

(

C

)=
)
)
)

c\é

o(f) =
o(8)
o(h) =
oli) =

D
D
D
D
D
D
D
D

B2

min{c.,+tDy(a}}=1+8=9
b)}=1+0=1
d)} =1+ 00 =00
}=1+1=2

min{c, ,+D,(f)} = 1+ 00 =00

(
min{c. ,+Dy(
min{c. ,+Dy(
(e

min{c. ,+D,(e

min{c, ,+D,(g)} = 1+ 0 =00
min{Cy ,+Dy(h)} =1+ 00 =00
min{c, ,+D,(i)} = 1+ 0 = o0

)
<
=

D (a)=8 D,(f)=o0 o\8) =0
D,(c)=1 D,(g) = D.(b) =1
Dy(d) =% D,(h) =0 D.(c)=0
D,(e)=1 D)= D (d) =
D.(e) =

= D.(f) =«

1 caompute D.(g) =
D.(h) =

D (i) = o

D.(a)=9
D.(b) =1
D.(c)=0
D.(d) =2
D.(e) =
D.(f) =
D,(g) =
D.(h) = o0
D, (i) = o

* Check out the online interactive
exercises for more examples:
http://gaia.cs.umass.edu/kurose_ross/interactive/
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DV in b:
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Distance vector: state information diffusion

lterative communication, computation steps diffuses information through network:

c’s state att=0is at c only

c’s state at t=0 has propagated to b, and
may influence distance vector

computations up to 1 hop away, i.e., atb

c’s state at t=0 may now influence

distance vector computations up to 2
hops away, i.e., at b and now at a, e as well

c’s state at t=0 may influence distance

vector computations up to 3 hops away,
i.e.,atd, f, h

c’s state at t=0 may influence distance

vector computations up to 4 hops away,
l.e.,atg,i




Distance vector: link cost changes

link cost changes: !
" node detects local link cost change gx }QI
= updates routing info, recalculates local DV &
" if DV changes, notify neighbors

t,: y detects link-cost change, updates its DV, informs its neighbors.

“good news . : zreceives update from y, updates its DV, computes new least
travels fast cost to x, sends its neighbors its DV.

t,: yreceives z’s update, updates its DV. y’s least costs do not
change, so y does not send a message to z.



Distance vector: link cost changes

link cost changes: o0
" node detects local link cost change gx }@1
* “bad news travels slow” — count-to-infinity -
p}'/@és,%rﬂi?ect link to x has new cost 60, but z has said it has a path at cost of
5. So y computes “my new cost to x will be 6, via z); notifies z of new cost of 6

« Jd&arns that path to x via y has new cost 6, so z computes “my new cost
to x will be 7 viay), notifies y of new cost of 7 to x.

* ylearns that path to x via zhas new cost 7, so y computes “my new cost
to x will be 8 viay), notifies z of new cost of 8 to x.

* zlearns that path to x via y has new cost 8, so z computes “my new cost
to x will be 9 viay), notifies y of new cost of 9 to x.

= see text for solutions. Distributed algorithms are tricky!



Comparison of LS and DV algorithms

message complexity robustness: what happens if
LS: n routers, O(n?) messages sent router malfunctions, or is

ised?
DV: exchange between neighbors; compromised?

convergence time varies LS:
e router can advertise incorrect link

cost

speed of convergence ,
* each router computes only its own

LS: O(n?) algorithm, O(n?)
messages table
* may have oscillations DV:
DV: convergence time varies * DV router can advertise incorrect
* may have routing loops path cost (“I have a really low-cost
* count-to-infinity problem path to everywhere”): black-holing

* each router’s DV is used by others:
error propagate thru network



Other routing protocols

» OSPF
* BGP
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IP



IP Datagram format

< 32 bits >
IP protocol version number —~"T2cad type of total datagram
ver g i —_—
header length(bytes) —Llerr | service length length (bytes)
. 1— .
“type” of service:— |  16-bit identifier {fgs W fragmentation/
= diffserv (0:5) - +olfset reassembly
. ECN (6-7). time to | upper header
- | live _{ layer checksum header checksum
TTL: remaining max hops source IP address 32-bit source IP adfiress

(decremented at each router)

. Maximum length: 64K bytes
~ Typically: 1500 bytes or less

options (if any) e.g., timestamp, redord

destination IP address

upper layer protocol (e.g., TCP or UDP)/

— overhead route taken
= 20 bytes of TCP payload data
" 20 bytes of IP (variable length,
= =40 bytes + app typically a TCP
layer overhead for or UDP segment)
TCP+IP
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IP addressing: introduction

223111

» |P address: 32-bit identifier g —
associated with each host or .k =
router interface ~ 22311-“@223-12-9
* interface: connection between ‘%’éjg 317 "
host/router and physical link o \ 2127
* router’s typically have multiple
Interfaces | 223131 223.1.3.2

* hosttypically has one or two ' E
Interfaces (e.g., wired Ethernet,
wireless 802.11) dotted-decimal IP address notation:

223.1.1.1= 11011111 00000001 00000001 00000001

223 1 1 1
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Subnets

223111

= What’s a subnet ? . izl
e device interfaces that can 223.1.1.2 G[_

] N —— 223.1.1.4 223.1.2.9
physically reach each other 4@?—
without passing through an 3 B2

223.1.3.27
Intervening router

r&

223.1.1.3
‘ 2231225

= |P addresses have structure:

|223131 223.1.3.2

e subnet part: devices in same subnet v va
have common high order bits
* host part: remaining low order bits network consisting of 3 subnets
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Su b n etS subnet 223.1.1.0/24

223.1.1.1 subnet 223.1.2.0/24
o o o ,”‘ '
Recipe for defining subnets: é;— 231\
. : w o
» detach each interface from its 223'1'1'2\5!— 23114 223129
Il?_ost or router, creating g 22%1327 -
islands” of isolated networks 223113 -‘- - 223_1—&?_2_2@»
" each isolated network is
subnet
Ca”ed a SUbﬂEt 223130/24 '|%23.1.3.1 vl\\223.1.3.2

subnet mask: /24
(high-order 24 bits: subnet part of IP address)
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Subnets 223.1.1.2
«:Z ;Z g

T 3
223.1.1 1
= where are the g 1.1.4

subnets? 223113

subnet 223.1.1/24

= what are the

/24 subnet subnet 223.1.9/24
addresses? ™

223.1.9.1

223.1.7.0

—

223.1.7.1

223.1.9.2
subnet 223.1.7/24

223.1.8.1 = 223.1.8.0

223.1.2.6  subnet 223.1.8/24 223.1.3.27
subret 225.1.2/24. £ [ subnet 223.1.5/24
223.1.2.1 I I 223.1.2.2 223.1.3 1| |
,, / - 223.1.3.2
g I g o
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IP addressing: CIDR

CIDR: Classless InterDomain Routing
* subnet portion of address of arbitrary length

* address format: a.b.c.d/x, where x is # bits in subnet portion
of address

subnet g host
part part

11001000 00010111 00010000 00000000

200.23.16.0/23
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IP Classes

 |P has 4 class.

Address Class RANGE Default Subnet Mask
A 126.355.255.255 255.0.0.0
B 101255.255.955 255.255.0.0
c 223.255.255.255 255.255.255.0
D 233?245'3:2'5”5?355 Reserved for Multicasting
E 240.0.0.0 10 Experimental

254.255.255.255

Note: Class A addresses 127.0.0.0 to 127.255.255.255 cannot
be used and is reserved for loopback testing.

Spring 2025
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Public Private IP

 Public IP used in internet
* Private IP used in LAN.

Classes of | The Range Default Mask Number of | Number of
IP Address | - Network - Hosts
A 1-126 255.0.0.0 126 16,777,214
B 128-191 255.255.0.0 16384 | 65,534
C 192-223 255.255.255.0 2097152 | 254
D - 224-239 N/A N/A N/A
E 240-255 N/A N/A | N/A
PRIVATE IP ADDRESSES
ADDRESS RANGE Default Mask
A 10.0.0.0 10.255.255.255 | 255.0.0.0
B 172.16.0.0 172.31.255.255 | 255.255.0.0
C 192.168.255.255 | 192.168.255.255 | 255.255.255.0
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IP Address Management



IP addresses: how to get one?

* Set IP manually in config.
* Get IP automatically from DHCP.
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DHCP: Dynamic Host Configuration Protocol

goal: host dynamically obtains IP address from network server when
it “joins” network

" can renew its lease on address in use
" allows reuse of addresses (only hold address while connected/on)
* support for mobile users who join/leave network
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DHCP Steps

" host broadcasts DHCP discover msg [optional]

=" DHCP server responds with DHCP offer msg [optional]
" host requests IP address: DHCP request msg

= DHCP server sends address: DHCP ack msg
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DHCP Server Type

* DHCP server can be Windows, Linux, Modem, Network device, ...
e One DHCP server must exists in network.
* What if we have 2 DHCP server?
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DHCP client-server scenario

DHCP server: 223.1.2.5 DHCP discover Arriving client

E Broadcast: is there a
DHCP server out there? | <>
<4—-——"""——__—___—_———__——_E;;;;P offer

Broadcast: I'm a DHCP
 ——— | server! Here'san IP
address you can use The two steps above can
DHCP request be skipped “if a client
remembers and wishes to
reuse a previously
allocated network address”

Broadcast: OK. I would

- - /
like to use this IP address!

[RFC 2131]
DHCP ACK
\
Broadcast: OK. You've
v got that IP address! [

Spring 2025

Applied Computer Networks 72/81



NAT



IP exhaust problem

* There are many devices in the world, they increase each day.
* PC, Laptop
* Mobile phone
e Servers

* Some companies exhaust IP addresses.
* There is not enough IP address in the world!
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NAT: network address translation

NAT: all devices in local network share just one IPv4 address as
far as outside world is concerned

rest of | < local network (e.g., home >
Internet network) 10.0.0/24
!V \
10.0.0.1 ‘
138.76.29.7 10.0.0.4 <
— E
10.0.0.2 =

10.0.0.3 k‘,f,

alldatagrams /eavinglocal network have datagrams with source or destination in
same source NAT IP address: 138.76.29.7, this network have 10.0.0/24 address for
but different source port numbers source, destination (as usual
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NAT: network address translation

NAT translation table

1:host 10.0.0.1 d
2:NAT router changes WAN side addr  |LAN side addr dataogram to TN
datagram source address 138.76.29.7, 5001 |10.0.0.1, 3345 128.119.40.186, 80
from 10.0.0.1, 3345 to S ’
138.76.29.7, 5001, P
updates table ‘ — j

D: 128.119.40.186, 80 , \
—5 10.0.0. 1&

-
/1

138.76.29.7T E S: 128.119.40.186, 80 _@_
/ , D:10.0.0.1, 3345
$:128.119.40.186, 80 !
E, D: 138.76.29.7, 5001 _@'
3:reply arrives, destination
address: 138.76.29.7, 5001

@ S:138.76.29.7, 5001 'Ij ﬁ
D:128.119.40.186,80 10.0.0.4
e _ 10.0. o_g

\u
10.0.0.3 =
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IPv6 a better solution

e |Pvb format
* |Pv6 count?!

IPv6 address

bits (16 bytes) 128

A
/ \ Hexadecimal

0123 : 4567 : 89ab : cdef : 0123 : 4567 : 89ab : cdef

notation
' Hexadecimal
Most significant Quartet position
position ‘ /
Bit B1
— —M mary
0000 0001 0010 0011 notation
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IPv6 datagram format

.. . . < 32 bits >
priority: identify _

priority among ver ., pri flow label —

. payload len next hdr hop limit

datagrams in flow
source address

128-bit _ 1 (128 bits)

IPv6 addresses\\ destination address
(128 bits)

payload (data)

What’s missing (compared with IPv4):

" no checksum (to speed processing at routers)
* no fragmentation/reassembly

= no options (available as upper-layer, next-header

Spring 2025

Applied Computer Networks

flow label: identify
datagrams in same
"flow.” (concept of
“flow” not well defined).

orotocol at router




IPv6: adoption

* Google': ~40% of clients access services via IPv6 (2023)
* NIST: 1/3 of all US government domains are IPv6 capable

IPv6 Adoption
We are continuously measuring the availability of IPv6 connectivity among Google users. The graph shows the percentage of users that access Google over IPv6.

Native: 0.04% | Sep 4, 2008

45.00%
40.00%
35.00%
30.00%
25.00%
20.00%
15.00%

10.00%

5.00%

0.009
% 2010 2020
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The IP hourglass

HTTP  SMTP  RTP
QUIC  DASH

Internet’s “thin waist”:

many protocols
= onenetwork layer TCP UDP

in physical, link,

protocol: IP
" mustbe implemented IP transport, and
by every (billions) of application
Ethernet PPP
Internet-connected PDCP WiFi Bluetootr layers
devices
copper radio fiber
C p)
Spring 2025 Applied Computer Networks 80/81




The IP hourglass, at middle age

HTTP ~ SMTP RTP

QUIC DASH
Internet’s middle age TCP UDP
“love handles”? caching4/
= middleboxes, NN ’(D
C Firewalls
operating inside the
Ethernet PPP
network PDCP WiFi Bluetooth
copper radio fiber
C )
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