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Modern CDNs



Whatis CDN?

* Content delivery network (CDN)

* |s a network of interconnected servers that speeds up webpage
loading for data-heavy applications.
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Whatis CDN?

* CDN can stand for content delivery network or content
distribution network.

Without CDN With CDN
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Whatis CDN?

* CDN servers geographically closer to the users and reaches their
computers much faster.
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Modern CDNs

* Modern CDNs offer other features like:
* DoS/DDoS Protection

Image/pages compression

DNS

Access management

Firewall

Free SSL certificate

- WAF

* Modern CDN e.g.
* Cloudflare

« Amazon CLOUDFLARE
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Cloudflare

e Demo

Spring 2025 Applied Computer Networks 7/10




Cloudflare

e Hide real IP
e Attacker connectto CDN IP
* Real server will protected!
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CloudUnflare
* https://github.com/greycatz/CloudUnflare

schopy@nuxmint ~/cloudunflare $ bash cloudunflare.bash

CLOUDFLARE
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How it works?

* DNS history
* https://completedns.com/

wikipedia.org - 3 changes and O drops recorded over 14 years

2002 © Start tracking
Jul7
Nameservers

dns33.register.com

dns34 registercom

Nameservers Changes
gunther.bomis.com © gunther.bomis.com
zwingerwikipedia.org © zwingerwikipedia.org

@ dns33.register.com
@ dns34 register.com

Nameservers Changes

nsO.wikimedia.org © nsO.wikimedia.org
ns1lwikimedia.org © nslwikimediaorg
ns2.wikimedia.org © ns2.wikimedia.org

@ gunther,bomis.com
@ zwinger.wikipediaorg
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